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I HP Application Security Center

A comprehensive application security lifecycle
solution for Developers, QA and Operations

Mitigates risk by identifying and remediating web
application and web services security
vulnerabilities and defects

Provides ongoing security operations and
security audit capabillities throughout the life of an
application

nnnnnn



By 2009, 80% of companies will have suffered
an application security incident. As a result, 80%
will react by creating roles in the AD and testing
organizations to ensure security is handled at the
application | evel .o
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Web Security Risks are Growing
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Sources: Computer Emergency Response Team Coordination Center (CERT/CC), National Vulnerability
Database, Open-Source Vulnerability Database, and the Symantec Vulnerability Database.
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How are organizations handling threats?

Leading organizations secure the
lifecycle

92% of security defects exist in applications

Save money by fixing security defects before they
get to production

6.5X
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Deployment




Programs span the entire SDLC

Training & Best Practices

gag Devinspect

%E QAInspect
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Requirements

QA / System Test

Continuously Monitor Application Security

Production




HP Application Security Center
Dashboard

HP Assessment Management Platform

Enterprise security management aaoss the application lifecyde

Centrdlized ‘ Vulnerability and ‘ Alerts and

administration reporting ‘ Distributed scanning

Policy and compliance ‘ risk management

HP Devinspect HP QAlnspect HP Weblnspect

Auvtomated remediation and source . . . .
codo andlysis for applicafions Integrated security tesfing for Automated penetration testing for

under development quality assurance professionals new and existing applications

Microsoft ‘ Edipse | IBM HP Qudlity ‘ HP Fundional Standalone solufion for dll
Visual Studio RAD Center Tesfing platforms and technologies

Intelligent Engines | Hybrid Analysis | Reporting | SecureBase |5mtrll.lpdde |Sacuri|y toolkit | Open APls
Ajax | ASP ‘ JAVA ‘ NET ‘ PHP ‘ Web services ‘ Flash ‘ JavaSript
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HP + SPI Dynamics

A leader in web application security lifecycle solutions

SPI Dynamics had been a long-time partner of HP (Mercury)

Extends our application portfolio and quality management
solutions with new control

Addresses the growing demand for increased application
security

Delivers an integrated market-leading solution that targets
security, development, QA and operations teams

Source: Published analyst rankings; HP estimates (ﬁ]
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Quality Center

Login Name: Iadministrator I

Password: I I
QAInspect delivers the Iatest evolutlo.n in assessment I Riisralicalhy fog ini o fost dormsin sod
technology - a web application security product that project on this machine
adapts to any enterprise environment.
Authenticate
Domain: [:I
Project: D

_ togn |

| I I |[Server Time: 2/14/2008 9:57 AM




P BA ORWARD 00 H OGO

Quallty Center Domain: DEFAULT, Project: QualityCenter_Demo0, User: administrator
= A L i 4 a0 = 2
Releases ) % ‘ b Tz M ‘ =1 ‘Q\ Description | Attachments | Live Analysis
¥ _% Subject
2V #-28 Unattached
Requirements |1 BPT Resources
#-__] Compiled Modules
@ i#-__| Completed BPT Tutorial
=2 T :
-2 Cruises
TestPlan |4 | Fight Application (BFT Demo)
- xi __| Flight Reservation
A_:’ [#-_| Hinerary
Test Lab #-_] Mercury Tours Site p -~
% 4 Profing Create New Test X
® |4
Test Type: foamnspecT-TEST M
Defects
Test Name: |QAInspec1j |
I oK ” Cancel || Help |
The QAInspect test plan folder will
appear in the tree view. Select
QAINSPECT-TEST from the dropdown.
«
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